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Abstract—Recently, a stringent set of privacy regulations, the
General Data Protection Regulation (GDPR), was enacted in
the European Union, which can be considered a privacy non-
functional requirement (NFR). As a result, an organization that
collects or processes data from European citizens must adhere
to the GDPR. Previous studies have shown that compliance
to the GDPR poses a number of challenges, which we have
confirmed in our own research. In this paper, we describe our
ongoing research collaboration with a startup organization that
is adopting the GDPR. In addition, during the course of our
research, we found that our industry collaborator, practices
continuous integration (CI) like many other organizations. The
number of organizations adopting CI has increased since Fowler
first published his definition of CI. As such, another aspect of
our current research is exploring the effects of CI on privacy
NFRs and other NFRs. Finally, we describe a design science
approach to iteratively learn about industry challenges in GDPR
compliance, NFRs in the context of CI, as well as our ongoing
work creating a tool to potentially mitigate observed GDPR
compliance challenges.

I. INTRODUCTION

The General Data Protection Regulation (GDPR) is a Eu-
ropean Union (EU) legislation with potentially significant
effects on how an organization manages personally identifiable
information (PII) for EU citizens that was passed on May 24,
2016 [1]]. The GDPR’s mandate is to protect the privacy of EU
citizens and will punish an organization that fails to comply
with the GDPR, regardless of whether the organization did
so with intent or negligence. Although the GDPR was not
immediately enforced, an organization conducting business in
the EU was expected to obtain GDPR compliance by May
25, 2018 [1]. For an organization actively working to attain
compliance, the organization may operationalize each GDPR
regulation into smaller work tasks. These smaller work tasks
that help an organization adhere to the GDPR can be thought
of as privacy non-functional requirements (NFRs).

NFRs act as characteristics that may guide the design and
implementation of an organization’s systems [2]]. These char-
acteristics often influence architectural decisions, which may
have significant impact on a system. Architectural decisions
may affect the answer to questions such as: How modular is a
system? Is the system maintainable? How does the system deal
with customer data? Accordingly, researchers often describe
NFRs as important aspects of a system. Yet, researchers do
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not have a consensus on a universally accepted definition of
an NFR. Moreover, the concept of NFRs is largely neglected
in practice [3]]. Since customers and stakeholders frequently
express desired outcomes of a system in terms of func-
tionality [4], product development focuses on satisfying the
stated functions. When product design and development solely
concentrate on functionality, as opposed to the underlying
NFRs with long term ramifications that impact architecture,
an organization may be required to re-factor a considerable
amount of code.

For a startup organization that is pursuing growth and
shipping features to customers as fast as possible, NFRs are
not an initial priority [5]]. Once a startup organization is able to
hire more employees, the organization may be able to address
more NFRs. However, even if a startup organization empha-
sizes some NFRs, such as privacy, from the onset, external
forces may overwhelm an organization’s initial preparation.
Due to the magnitude and comprehensiveness of the GDPR, a
startup organization that believes and practices the notion of
protecting user privacy potentially may not have the necessary
amount of resources to prepare itself for compliance.

In part due to our own interest in privacy and NFR research,
as well as being approached by a local startup organization,
which was required to comply with the GDPR, we began this
GDPR and NFR research. Our partner organization is based in
Canada, but has many European users. Therefore, the organi-
zation falls under the jurisdiction of the GDPR. Although our
partner organization maintains a firm belief in user privacy, the
organization experienced challenges in its initial adoption of
the GDPR and desired robust processes, policies, and controls
to help protect personal data and comply with the GDPR.
The existence of their challenges echos the large number
of organizations who reported difficulty complying by the
GDPR deadline [6] [7]. To address our partner organization’s
problems and our research intrigue of the GDPR, we adopted a
design science research methodology, which involves iterative
research. The nature of iterative research allows us to build
and refine our research artifacts until the completion of the
research. Additionally, our research methodology contained
two envisioned artifacts. The first artifact is the current state of
practice of an organization adopting and complying with the
GDPR and the challenges that an organization faces during



its compliance, since we did not have a clear idea of the
GDPR adoption challenges nor adoption practices adhered by
our partner organization. Based on our analysis of the first
artifact, the second artifact contains a GDPR tool that may
aid an organization’s GDPR compliance.

The novelty of our research is to identify what a developer
did to prepare for the GDPR and how the GDPR affects
a developer. In particular, learning about industrial practices
strengthens the knowledge base of specific challenges that
plague an organization’s GDPR compliance.

While our research is currently ongoing, we will discuss our
preliminary results in this paper, which includes parts of the
first artifact. Currently, our iterative research is in the midst
of producing the second artifact. When we first began our
research we quickly found another intriguing aspect that was
ubiquitous to our partner organization’s work; although we
had not initially considered the effect of continuous integration
(CD [8]] as part of our research. We found that CI had a large
impact on our partner’s planning, development, testing, and
deployment. Hence, we could not, and cannot, disregard the
importance of CI on our partner organization, especially the
impact of CI on the organization’s treatment of NFRs and
compliance with the GDPR.

We argue that this paper presents three main contributions

o detailed analysis of environmental context for a startup
dealing with GDPR, in a CI context,

« methodology for investigating CI and GDPR in practice,
and

o preliminary results on developer awareness of privacy and
GDPR compliance.

The rest of the paper is structured as follows. In Section
Ml an overview of NFRs, the GDPR, CI, and related work in
privacy is covered. In Section we provide details on our
research methodology. In Section we share some insights
from our initial findings. In Section [V} we conclude the paper
and highlight our future work.

II. BACKGROUND AND RELATED WORK
A. Non-Functional Requirements

As previously mentioned, the GDPR may be considered as
a single or a series of privacy NFRs. A common definition
of an NFR is provided by Glinz [2] as “an attribute of or
constraint on a system”. In essence, an NFR, also known as
a quality attribute, is a characteristic of a system that may
help guide architectural decisions. In practice, NFRs are often
ignored or not prioritized by both customers and developers
[9]] or prioritized lower than functional requirements [10].

Deciding which NFRs are important to a particular system
is a challenging task, as decisions must be made with trade-
offs between various NFRs. In addition, the lack of any
sort of prioritization is also a form of a trade-off. Whether
willingly or not, when an organization settles on an NFR
trade-off, the organization may inadvertently accumulate more
technical debt. As the amount of technical debt swells, the
organization’s ability to develop new features may be limited

by the insurmountable technical debt. Eventually, such an
organization may reach a point where substantial code re-
factoring is necessary for the organization to continue to
deliver new features. As a result, an organization that neglects
NFRs when developing and designing a system may need to
significantly re-factor its system, if at all possible, later in the
system’s life cycle [4]]. For example, an NFR, such as privacy,
can be especially difficult to implement at a later stage in a
product’s life cycle and can lead to a “long and unhappy his-
tory of incremental patching and retrofitting that characterizes
the current Internet architecture” [11]]. Furthermore, attempting
to retrofit privacy requirements may be flawed without initial
consideration of security as security and privacy are often
intertwined [12]].

As privacy safeguards and procedures are a fundamental
aspect of a system, privacy measures should inherently exist
as part of the product from inception. On the contrary, an
organization may perceive benefit if an appropriate amount of
importance is placed on NFRs early in a product life cycle,
which can help propel and shape the architectural design and
implementation [13].

B. General Data Protection Regulation

Prior to the passing of the GDPR, our partner organization
already implemented controls to protect personal data, but
as the most comprehensive privacy law, the GDPR affected
everything from development to storage of data. In addition
to the GDPR, other major privacy regulations have been or
will be introduced, including the California Consumer Privacy
Act (CCPA) as well as Vermont’s Data Broker Regulations
In addition to being a complicated NFR to handle, privacy
is one NFR that applies to most organizations as the GDPR
applies to any organization that is based in the EU or collects
personal data from identifiable EU citizens [ 1]], which certainly
is applicable to a significant number of organizations.

As a novel and trailblazing set of regulations that strive to
protect the privacy of individual personal data from abuse, the
GDPR stipulates tough financial penalties for violators and im-
poses stringent regulations to an organization’s data collection
and process practices. Consequently, many organizations have
adopted the GDPR as their default privacy standard, as the
GDPR is generally regarded as the most strict privacy policy
released and enforced to date [14].

However, as the deadline approached, many organizations
were still not yet GDPR compliant [|6] [7]. Leading up to the
2018 deadline, a non-GDPR compliant organization had two
options: 1) turn off aspects of their system that were not GDPR
compliant or 2) continue with normal operations in hope of
not being caught for non-compliance. Unfortunately, statistics
are unavailable on the percentage of organizations that risked
being found in contempt of the GDPR and continued with their
usual operations despite being non-compliant. Finally, the crux
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of the GDPR is the emphasis on being compliant all of the
time. Instead of having the luxury to have discretion on when
to comply with the GDPR, our partner organization must be
continually compliant.

C. Continuous Integration

To better help our partner organization, we had to first
understand their development process. However, we not only
considered their development process, but also planning, test-
ing, and deployment processes. Our partner organization is a
proponent of CI. CI is a practice that involves the use of a.)
automated builds and tests, b.) each developer committing at
least once a day, and c.) quickly fixing broken builds [8]]. A
characteristic of an organization that practices CI is that the
organization quickly releases new updates to users and rapidly
receives feedback from users [8].

In the current competitive business environment, it is diffi-
cult for an organization to compete if the organization is unable
to quickly adapt to changes in the market and release products
that match customer demands. As such, an organization may
opt to adopt CI. The roots of CI originated from Agile
development, Lean development, and Extreme Programming
[8] and has extended to other “continuous” practices such as
continuous delivery (CD) [|15]. The appeal for an organization
to adopt continuous practices, includes fast release of soft-
ware to customers, reliably releasing to production, and high
customer satisfaction [16]].

CI aims to reduce a developer’s time spent on manual
tasks, such as building and testing software [8]. Similarly,
an organization practicing CD not only practices CI, but also
maintains a high-level of confidence that the organization’s
software is in a production-ready state at all times [15]).
CD aims to maintain a high-level of code quality and also
enables an organization to shorten a customer’s wait time
for receiving the latest updates and remove the hardships of
preparing software for release [|17].

Unfortunately, there have been conflicting reports on oper-
ationalizing NFRs in the context of “continuous”. One study
has suggested it is difficult to automate testing of NFRs [[17]]
as creating validation criteria for NFRs is not clear-cut. Practi-
tioners in a recent summit indicate that NFRs, such as privacy,
are not the concern of every developer [18]]. Nevertheless, if
an organization is serious about GDPR compliance, a privacy
NFR, then the organization may require a privacy-conscience
effort from every employee.

Furthermore, considering that the GDPR expects continuous
compliance, it may be prudent for an organization’s continuous
pipeline to run a series of GDPR-related tests on every commit
to ensure that privacy is not compromised. However, we do
not know the ideal frequency at which an organization should
test privacy. Moreover, a frequency that is optimal for one
organization may not translate to another organization. A goal
of our research is to help contextualize the frequency and depth
of testing the practitioner’s perspective. If an organization
forgoes the notion of NFRs and develops software without

consideration of constraints or attributes of a system, the orga-
nization may accumulate substantial amounts of technical debt
[19]. When an organization accumulates a crushing amount
of technical debt, the software may experience catastrophic
challenges, such as the inability to re-factor architecture and
loss of usability [20].

D. Related Privacy Work

Seminal works in privacy include Deng et al’s [21] LIND-
DUN methodology that can help identify privacy threats in an
organization’s system and map those threats to privacy require-
ments, but the methodology abstracts threats at a high level.
Nonetheless, just as Deng et al. suggested solution strategies
for privacy requirements [21], our partner organization shut
off parts of their EU services before the implementation of
the GDPR. While previous studies on helping organization
assess GDPR compliance exist, such as a tool based approach
to conduct Data Protection Impact Assessments [22], there
is a shortage of studies analyzing GDPR adoption challenges
and practices. In Sirur et al.’s [23] work, it was found that
large organizations did not experience significant obstacles
with GDPR compliance. Alternatively, smaller organizations
without significant prior emphasis on security felt GDPR
compliance was onerous [23] indicating there was insufficient
privacy by design [24]. Furthermore, the surveys leading up
to the compliance deadline [6] [7] indicated that a substantial
number of organizations were not ready for the GDPR in
time. Regardless, there appears to be a major disconnect be-
tween privacy concerns, such as the GDPR, and implementing
engineering solutions to satisfy privacy concerns [25] [26].
Methodologies do exist that focus on engineering with privacy
concerns, such as privacy by design; however, privacy by
design revolves around the ability to develop a system from
the onset, as opposed to retrofitting privacy into an existing,
perhaps legacy, system [27]]. An organization adopts, often due
to convenience, the less reliable “privacy-by-policy* approach
as opposed to the more reliable “privacy-by-architecture” [28]];
however, “privacy-by-architecture” is difficult to apply to an
existing project, much like “privacy-by-design”, as re-factoring
a business model may be even more challenging than solely
a system.

Ultimately, regardless of how a system is designed or built,
there is a need to ensure that the system remains continu-
ously compliant with the GDPR mandate. One study proposes
reusing static code analysis tools to define and discover
potential GDPR compliance violations [29]. Unfortunately,
static code analysis is limited to analyzing only code, whereas
GDPR compliance encompasses many more components, such
as infrastructure, architecture, and databases. Another propri-
etary solution, IBM Security Guardium Analyzer, is able to an-
alyze a database and classify a datum as personally identifiable
information [30]. Hewlett Packard Enterprises offers a similar
data classification tool as part of their GDPR Starter Kiﬂ

3https://www.hpe.com/us/en/newsroom/news-advisory/2017/05/hpe-
software-launches-gdpr-starter-kit-to-expedite-and-simplify-compliance.html



However, simply raising awareness by identifying potentially
personally identifiable information is only one, albeit quite
large, aspect of GDPR compliance. This lack of an all-
encompassing continuous GDPR compliance tool motivates
our research ambition to collaborate with industrial partners
in a design science methodology to help design, implement,
and assess a continuous GDPR compliance tool.

III. DESIGN SCIENCE METHODOLOGY

The purpose of our study is to increase the understanding
of the GDPR and privacy NFRs in an industrial setting.
In particular, we observe and analyze how an organization
practicing CI manages and handles NFRs. As previously
discussed, the current state of knowledge of an organization
practicing continuous practices suggests that the organization
may not clearly define or test NFRs. Therefore, one of the
main goals of our research is studying how an organization
deals with privacy NFRs that the organization must prioritize
and comply. During our research, we are documenting GDPR
adoption challenges of our partner organization to increase
the awareness of adoption pitfalls. More importantly, we want
to help alleviate some of these challenges; as such, we are
designing and developing a GDPR compliance tool to mitigate
some GDPR compliance challenges and ensuring the tool
is felicitous for practitioners. The nature of our research
started with the exploration of NFRs (specifically privacy)
during our partner’s adoption and compliance with the GDPR.
Since we began the research without knowing the specific
challenges and practices of our collaborating organization,
we are conducting design science research, which relies on
iterative cycles of building and refining our design science
artifacts [31].

Our research methodology consists of two major parts
with a total of four design science iterations as shown in
Fig. Part A involved interviewing developers from our
collaborating organization and contained one design science
iteration. Part B involves designing, developing, deploying,
and synthesizing the results of a GDPR tool that aids our
collaborating organization. To build a tool that benefits our
collaborating organization, we observe and reflect on each
iteration from both parts A and B. The first iterative cycle
was a problem investigation cycle, which forms the foundation
for, and informs the work of, our subsequent cycles. The
primary focus of the first cycle was to identify the standard
of practice of defining and testing NFRs observed in practice
and explained by our collaborating organization. Furthermore,
we interviewed our collaborating organization to gain insight
on their GDPR adoption practices and challenges as a specific
example of an NFR in practice. Finally, we conducted our
research mindful of CI. We observed our collaborating or-
ganization’s development process and also included questions
about CI in our interviews. In short, the design science artifact
produced from the first cycle is the breadth of knowledge
that represents an organization’s definition and treatment of
NFRs, as well as challenges experienced by practitioners when
complying with the GDPR.

Currently, we are past the first iteration cycle and are
working on Part B as shown in Fig. I} Although the relevance
cycle of our research has been established, the rigor cycle and
evaluation of our research artifacts are still ongoing. Based on
the insights gained from the first iteration, we are iteratively
developing, and deploying a GDPR tool as part of the second,
third, and fourth iterations. After each deployment of the
GDPR tool, we further observe and interview developers to
understand the positive impact of the tool; any suggestions
for improvement or observed deficiencies are documented and
congregated into the subsequent iteration. Similar to why our
partner organization practices CI, we can quickly adapt our
tool based on feedback after deployment. As a result, the third
and fourth iterations update the GDPR tool by reflecting on
the tool through the tool’s execution. Thus, we are producing
two artifacts, 1) the knowledge-base built during our initial
iteration and 2) a tool that helps assess the understanding of
our knowledge-base in a practical industry setting.

The interviews and observations from Part A contain various
themes that represent practices and challenges. To reduce
misinterpretations, our primary form of evaluation is per-
formed by validating our interpretation with our collaborating
organization. As part of our ongoing work regarding Part
B, we are creating a GDPR tool that is being deployed in
each design cycle iteration. As a result, the GDPR tool has
three versions, each derived and built upon its predecessor.
After deploying each version, our collaborating organization
analyzes the results of the tool and submits feedback regarding
the strengths and weaknesses of the tool. Similarly, we observe
the results of the tool to form potential ideas for future en-
hancements. Our tool is evolving through iterative deployment
and evaluation, the result of which enables us to produce an
artifact that is both relevant to industrial practices and novel
to the current knowledge base.

IV. PRELIMINARY RESULTS

As previously described, a major aspect of our first iterative
cycle involved observing and interviewing our collaborating
organization. In our initial analysis, our data suggests that
the scope of the GDPR was far greater than expected and
represented an immense undertaking for a startup organization.
A large organization may be able to designate a group of
employees to work predominantly on GDPR compliance work,
but our collaborating organization (less than 50 employees)
was restricted by the amount of resources it could allocate
towards GDPR compliance. Furthermore, we noted in our
observations and interviews that a developer was usually busy
with various tasks, which further complicated understanding
the GDPR, especially given the size of the GDPR. The benefit
of CI towards facilitating rapid releases and quick feedback
seemed to come at the cost of the thorough definition and
characterization of an NFR. Notwithstanding a developer’s ex-
uberant effort, a developer is not likely to be a legal expert nor
trained in privacy law. Hence, the constant affair of balancing
different tasks and lack of GDPR training impeded our partner
organization’s ability to sufficiently comply. Moreover, upon
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Note: The greyed parts of the Design Science Research diagram represent ongoing work. The Design Science Iterations diagram
illustrates the four cycles of our research that will help produce the two artifacts

close investigation, we found that a developer typically had
little influence or relationship to privacy in his or her work,
yet the adoption and compliance to the GDPR did affect the
same developer’s work. This led to a disconnect between a
developer’s previous work and the developer’s ideal GDPR
compliant work. Although change was minimal for the vast
majority of developers in our collaborating organization, the
fact remained that almost every developer had to conduct
some level of research for the GDPR. Furthermore, most
developer agreed that finding a GDPR exposure in their system
is difficult when considering the size of their system and the
GDPR.

Our results shed light on the fact that challenges do exist in
our collaborating organization’s GDPR compliance, but also
provide specific challenges that we can help tackle. Knowing
that time is of essence for developers, it may be possible
for our GDPR tool to help flag GDPR exposures so that a
developer does spend an exorbitant amount of time researching
and finding specific GDPR exposures in their system.

V. CONCLUSIONS

In this paper, we highlight our current study on how an
organization deals with the GDPR, NFRs, and CI in practice.
In particular, we highlight the need to further study those
topics due to the enactment of the GDPR and increasingly
widespread use of CI. We also proposed and discussed a
design science approach that we currently conduct with a
collaborating organization that practices CI. Furthermore, we
provide details on some of our observations and interview
results from our initial work. As described in Section [[Ill and

Fig. [T} our approach has four iterative cycles split into two
parts A and B. Part A had one iterative cycle and involved
identifying how practitioners handle and comply with the
GDPR. The first iterative cycle not only included studying
practitioner practices, but also learning and identifying chal-
lenges experienced by practitioners when complying with the
GDPR. In contrast, Part B relies on the findings in Part A and
has three iterative cycles. The purpose of Part B is to iteratively
design and build a GDPR that assuages some compliance
challenges identified in Part A.

The current state of knowledge on the relationship between
NFRs and CI indicates little NFR prioritization and definition.
Yet, we are auspicious that our research will help bridge the
knowledge gap between the GDPR, NFRs, and CI. We believe
the discovered GDPR compliance challenges and our potential
GDPR tool will be beneficial contributions to the research and
industry community. Nonetheless, more work is necessary to
investigate our initial findings.
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